SimIELock HELP

Simpliciti IE Lock is a plug-in for Microsoft Internet Explorer that lets you set and password-protect Internet access on a  PC. Users of that PC are allowed to access only the sites you specify. IE Lock also blocks links received in instant messaging, e-mail, Microsoft Office documents, and other applications that use Internet Explorer as their browsing mechanism. 

IE Lock stops unauthorized surfing activities, keeping your users focused on their jobs, and preventing them from wasting your time and your bandwidth on non-productive Internet browsing.

In addition, IE Lock:

· Reduces network traffic by eliminating the back and forth request and denial between the client and the proxy server. 

· Eliminates the cost of specialized, back-end proxy servers and subscription-based software solutions (in most cases). 

· Reduces network management costs and lowers the risk of virus infections. 

Because it works right on your PC desktops, IE Lock blocks attempts at inappropriate browsing before they reach the network. The "Allow List" can be managed on the individual client machines, or centrally on a server.

IE Lock is a simple and unobtrusive solution to the very real problem of Internet services abuse. 
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Simpliciti IE Lock is built to provide access to only a limited set of sites for your users. 

The site list can be set on the local PC and protected via a password to prevent its modification by the restricted user. The list can also be created in XML and stored on a server to control a group of PC's.

Once the software is installed and Internet Explorer has been started then a padlock will appear in your windows task bar.
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To access the setting screen of IE Lock simply right click on the padlock and a small menu will appear. Select the settings option.

A sample setting screen is seen below. ....
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Block nuisance popups: prevents pop ups from appearing that have not been specifically launched by clicking a link.

Password and confirm: Is where the password is set, once set to a value then the setting and activate / inactivate cannot be changed without the use of the password.

Host Name: Is where you enter the site or address that you want to allow access. It works as a contains and examines the URL host name typed or the URL link to determine if it is allowed or not allowed.

You can also be specific or open about host allowed. For example, "cnn" would allow cnn.com or cnn.biz , where as the entry cnn.com would only allow the cnn.com host and sub pages. 

Please note that since it is a contains list that "cnn" and "www.cnn.com" are therefore not the same. For example an entry of just cnn would allow you to access the site http://money.cnn.com where the "www.cnn.com" entry would not.

To add a entry to the list of allowed sites simply enter it in the "Host Name" area and select the + sign button. You will see the entry you made appear in the bottom list.

To remove an entry simply click on the entry you wish to delete and then select the - sign button.
To remove all entries simply click the double -- sign button.
No changes you make are saved until you select the OK button. If you do not wish to save the changes you have made simply select the Cancel button.
 

Error URL: This allows you to set your own custom error page instead of the standard Simpliciti IELock blocked message. Please ensure that if you use this feature that the page you enter is in the allowed list or when you get an error your browser could go into an infinite loop. If you do accidentally get an infinite loop,o use Alt + f4 to exit the loop and modify your host name settings to include your error page.

Reverse Operation - Block sites in this list: This switch changes the list from an Allow on list to a Deny only list.

Remove IE Lock from the uninstall list on this computer. This check box will disable the remove IE lock option on the software list of the computer.

Export: Once you have saved the restrictions and setting you can export them to an xml file, This allows the setting to be placed on a server for centralized use or shared with another system.

Import: Import an previously exported XML file. If you have exported and xml file and wish to have the same set up on another system, copy the xml file to this system and then you can simply import that XML file using this option.

Creating a restriction list on a server
Simpliciti IE Lock is built to provide access to only a limited set of browsing sites to your users. 

The site list can be stored on the local PC and protected via a password to prevent its modification by the restricted user.

The site list can also be stored on a server as an XML file, and the individual PC's set to point to this file to get their allowed browsing list.

To set the client PC to look at a server restriction list the following registry setting is required. string value called settings .

For web settings, you need to have a registry entry string value called settings that specifies a fully formed url to the settings xml file (eg, http://www.companyurl.com/locksettings.xml ) under the key HKEY_LOCAL_MACHINE\SOFTWARE\Simpliciti\IELock

The xml file can be automatically created via the export button option on the settings page or IE lock. The format of the server XML file is as follows.
<lockSettings blockPopups="Y" password="afbg">
<host name="www.cnn.com"/>
<host name="www.espn.com"/>
</lockSettings> 

Caution: Watch you upper lower case. If cnn is not the same as CNN in the list.

So to point to a server restriction list you would do the following.

If you wish to create the XML file manually then skip steps 1 and 2.

1. Install the IE lock software and configure your list of allowed sites. 

2. Run the "Export" option on the IE lock settings screen to create the XML file on your client system. 

3. Name and place the xml file on your desired server. 

4. Install the IE lock software on the clients to be restricted. 

5. Make a registry entry called  settings string value in the registry on these clients, ensuring that the settings value is set to the appropriate file location. 

6. Stop and restart IElock controller if necessary, or reboot the system

Still have questions  ? Have a look at 
http://www.simpliciti.biz/faq.php  or email your questions to support1@simpliciti.biz
-----------------------------------------------------------------------------------------------------------------------

Terminal Server:  

Setting up IELOCK users in terminal server. 

NOTE: If you are setting up users on terminal server to use IE LOCK, then a license needs to be purchased for each user. You are not permitted to set up IE lock for multiple users without the purchase of a license of each IE lock user. 

Each user will need to have a registry key that points to the settings for the IELock application. By default during the install this key is created in LOCAL_MACHINE. To set at the user level this key must be populated in the current_user/software/simpliciti/IELock. To centralize the users file then in that registry key, put a string value named settings and it should point to an url. If this url points to a local file, then it will be of the form file:///c:/file.xml if an http then an example is http://www.simpliciti.biz/demos/ielocklist.xml
(to view this file simply put it in your IE address bar) or whatever the proper path should be. This xml file represents the settings for that user (or group of users). You can edit these xml settings by using the import/export options in the IELock settings screen.

Hint:

1. If you need access to a network printer or an IP address, enter the allow location according to the following example. 10.56.2.51 you do not need to enter ftp:10.56.2.51 or http://10.56.2.51 
2. If you are using a centralized file , then IE lock checks hourly for updates made to that file. (timed from when the process was started) 

3. For testing purposes it is handy to know that a process runs in the processes list called SimIElockContoller. If you want to test changes to the central file , then you can stop and restart this process, it checks immediately if restarted. Also note if this process is stopped the process will automatically restart if IE is restarted.

4. A sample error page is located at http://www.simpliciti.biz/ielock_error.php
6. If your settings entry does not seem to be working, then double check the address. If there is a typo or spelling error the current local entries will be used.

